
PENETRATION  TESTING 
WHEN YOU FINISH YOUR WORK,  

HACKERS JUST START THEIR NEW SHIFT… 

 

 

Penetration testing simulates real attacks and verifies functio-

nality of protection mechanisms under the working condition. 

Attacks can be led hidden or disclosed, within infrastructure or 

from the external environment of the IS, is focused on the particu-

lar object or all available systems as well as services from the 

existing environment, under predetermined conditions. 

Advantage of RAC penetration testing is based on a highly 

professional attitude as well as expert background of the specia-

lized and prestigious company, selection and loading of indepen-

dent and highly specialized testing equipment as well as tech-

niques. For proper testing is used primarily QualysGuard® tech-

nology with the largest available database of vulnerabilities and 

daily updates on the market. RAC always has a strict systematic 

approach to the solutions and compatibility with internationally 

established standards for ISMS and QMS. 

Competitive advantages of RAC 

RAC ISSEC: methodology of practical 

and secure investigation in all phases 

of ISMS life-cycle. 

RAC CISS: service of periodical and 

proactive testing as wall as internet 

access protection. 

RAC QGVM: service of design, im-

plementation and support of ICT 

technologies’ vulnerabilities adminis-

tration process performed by Qua-

lysGuard®. 

 

 

 

 

 

 

 

 



WE OFFER SECURITY TO YOUR SYSTEMS… 

 

Risk Analysis Consultants, s. r.o.  

Španělská 2 

120 00 Prague 2 

Czech Republic 

+420 221 628 400 

rac@rac.cz 

www.rac.cz 

Risk Analysis Consultants is a Czech based professional provider 

of information security services and solutions. We have assisted 

organizations from government and commercial sectors in 

protecting their information since 1995. We are the only firm 

exclusively specialized in the information security field in the Czech 

market, and one of the few in Europe and as wel as the world. 
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Basic offer of penetration tests 

RAC Company is prepared to perform testing ac-

cording to the customer’s individual needs by utili-

zation of the basics of penetration testing: 

External environmental testing 

 Investigation of a specified scope of the IP 
addresses 

 Standard penetration testing  

 Hidden penetration testing 

Internal environmental testing 

 Testing within LAN/WAN/DMZ 

- Systems inaccessible from the internet 

- Verification of internet servers 

 host-based testing  

- Local vulnerability of systems   

- Domain policy testing 

Wireless Wi-Fi networks testing 

 monitoring of available Wi-Fi networks 

 analysis of Wi-Fi functioning 

 penetration testing of AP  

 penetration testing of VPN entry points 

Regular penetration testing 

 service RAC CISS 

Process of periodical administration of vulne-
rabilities 

 service RAC QGVM 

 

Primary utilization of penetration tests 

 Investigation and inventory control of a spe-

cified scope of the Internet IP addresses 

and acquirement of all available information 

about the specified scope. 

 Detailed testing of all existing weaknesses 

and vulnerabilities of internet servers as 

well as other active facilities (routers and 

firewalls) 

 Design of arrangements to recovery threats 

and vulnerabilities. 

Hidden penetration testing 

 Is led without keeping network IT adminis-

trators nor an external company admini-

strating computer informed 

 The purpose is to verify the preparedness 

and functionality of the reaction mechanism 

to an attack 

Internal environment testing 

 Detailed testing of systems inaccessible 

from the Internet (DMZ, LAN) or a verifica-

tion of a security of intranet servers and fa-

cilities by external penetration equipment 

 Testing of local (host-based) vulnerabilities 

and domain policy setting (only some types 

of OS systems) are also elective 

Wireless Wi-Fi networks testing 

 Wi-Fi segment monitoring and identification 

of all available Wi-Fi facilities 

 Availability of Wi-Fi network within perime-

ter of an organization 

 Detailed and complex testing of all existing 

prospective vulnerabilities detectable AP / 

VPN entry points 


