RAC ISSEC

RAC Information System Security Examination Cycle

RAC ISSEC is a methodology developed by RAC that offers practical and interconnected IS
security examinations during every phase of the IS lifecycle, directly at the customer’s site
and on their systems, including Internet penetration testing.

RAC ISSEC focuses on IT technologies, but also examines the security of their
implementation and operation, as well as all other security layers: physical, personal,
administrative and organizational (ISMS).

RAC ISSEC is designed in compliance with ISO/IEC 27002:2005 and ISO/IEC 27001:2005
standards. It is used as a diagnostic tool and process for IS risk analysis, selection of
controls, security testing and audits, and it supports and functions as a practical part of
ISMS implementation and operation.

Repetition is the mother of wisdom and
examination the father of security...

RAC ISSEC Security analysis
covers all quoted types of practical IS assesses the vulnerabilities, threats and
security examinations in every phase of risks in selected security layers, and
the ISMS life cycle designs security controls for them
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INFORMATION SYSTEM SECURITY
EXAMINATION CYCLE

AMNALYSIS

SECURITY ANALYSIS FOR RISK
ASSESSMENT AND SELECTION
OF SECURITY MECHANISMS

SECURITY AUDIT FOR EVALUATION
OF SECURITY MECHANISMS
ADEQUACY AND STATE
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PENETRATION TESTING FOR OPERATION |,
AND EFFECTIVENESS VERIFICATION =1
OF SECURITY MECHANISMS
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Security audit Penetration testing
compares the current state of security simulates real-world attacks, detects
against a set of standards and examines  vulnerabilities and tests the functionality
their level of compliance of the security mechanisms
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