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CRAMM 5 CASE STUDY

RISK ANALYSIS IS REQUIRED FOR ISMS CERTIFICATION

Top management of a large Czech company has decided to establish and operate an Information Security
Management System (ISMS). Risk analysis, is carried out with CRAMM as an integral part of the project,
which concludes with the system certification in compliance with ISO/IEC 27001 (BS 7799-2). CRAMM is the
most widely used methodology in Europe for risk analysis and management. Its quality has been proven by
many successful certifications and satisfied clients. Mainly, the countermeasures library and security docu-
mentation templates are very useful for establishing and operating ISMS.

Security department specialists did not see a need to buy the methodology and other supporting tools and,
therefore, they asked a leading consultancy firm for assistance. A partnership approach was chosen, in
which all company specialists and external consultants worked together in close cooperation. This way of
work was effectively utilized by all resources and ensured the transfer of know-how to internal specialists.

Project Initiation

The project team consisted of two internal specialists and two consultants, of which one led the project.
PRINCE2 methodology was used for project management and all activities necessary for proper initiation
were carried out accordingly. The project goal, approach, quality assurance plan, time schedule, team and
description of activities, including resources, were summarized in the first project output - Project Initiation
Document.

Gathering information about the systems and revision of current security documentation was performed dur-
ing the initiation stage.

RISK ANALYSIS PROJECT Project Initiation Document
® Project objectives

& Approach to carry out the pro-
ject, methodologies used

® Project team and roles

 Project stages, resources, out-
puts and responsibilities

® Time schedule

® Quality assurance plan, project
risks

"We had limited resources, but thanks to
the partnership approach and the meth-
odology of CRAMM, we used it very ef-
fectively."

Jan Novak, Security manager
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EFECTIVE TOLLS FOR RISK ASSESSMENT

Identifying and Modelling Assets

Assets are practically everything in an organization
related to information processing. The most signifi-
cant are Data Assets whose identification is not
always easy. The company processed huge
amounts of information about production, custom-
ers, suppliers, their personnel, as well as strategic
management information such as accounting, etc.

The data groups had been specified and within the
analysis the subgroups were defined e.g. according
to the content, category, department, or data sensi-
tivity. Ten groups and fifty-four subgroups were
identified in total.

The supporting information for asset modeling was
summarized during the evaluation. Each server,
workstation, network distribution component, appli-
cation, connection etc. was subjected to a simple

Value of data assets - evaluate the effects (max = 10)

Disclosure to strangers
Disclosure to identified

Total loss of all data persons

Loss of backup data

analysis and the models were created to convey the
relationships between data, software, processes,
hardware and locations.

Impact Analysis

Many interviews with previously chosen respon-
dents took place during the data evaluation process.
The respondents (usually users of the data groups
or subgroups) described potential breaches that
could harm the company’s reputation, bring about
financial losses or cause other damage. All possibili-
ties of the unavailability of data, its disclosure and
modification were investigated.

Minor errors

During the data evaluation, the financial losses,
production disruption, loss of goodwill, and injuries
to people were investigated. The real scenarios of
these impacts were compared with the valuation
guidelines that are incorporated within CRAMM.
These provided trustworthy support for determining
the final value of data.

First, the data subgroups were evaluated on a scale
from 1 to 10 and then the highest values were as-
signed for each group of data representing one data
asset in CRAMM.

The value of physical assets was assigned based
on the cost of replacement and installation, in case
of the total damage.

Threat & Vulnerability Assessment

The goal of the second part of the analysis was
calculating the measure of risks threatening the
system.
The specific
threats and
vulnerabili-
ties  were
related to
the assets
and then
assessed
by using
guestion-
naires.
Respon-
dents,
mainly sys-
tem admin-
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istrators
and specialists from the physical security dept.,
answered the questions by way of CRAMM web
interface reachable within the company intranet.

The measure of risk was calculated after all ques-
tionnaires had been completed. Afterwards, the
security countermeasures managing the risks were
generated by CRAMM.

CRAMM defined the recommended set of counter-
measures for all security areas. The next task was
to record the status of already existing countermea-
sures and choose those that will be assigned for
implementation.



EFECTIVE TOLLS FOR RISK ASSESSMENT

At this point, the CRAMM web application stepped
in again and the respondents chose countermea-
sures statuses or made decisions about counter-
measure applicability.

The CRAMM template was used for the Risk Analy-
sis Report. Besides assets modeling and evaluation,
the report also summed up levels of threat and vul-
nerabilities and the current status of security.

It was estimated from the countermeasures status
statistics what percent of the recommended coun-
termeasures were already installed and what part
still needs to be implemented?

All conclusions were presented in a management
(summarizing) style report. However, for their sup-
port, the set of countermeasure reports from
CRAMM were created to provide detailed values for
each asset, its measure of risk, relevant threat and
specific countermeasure. The comprehensive re-
ports were generated in many variations only in
electronic form due to their length.

Security Improvement Program

Detailed risk analysis showed weaknesses in the
security of the system. For that reason, the scopes
of the following projects defined the process of
countermeasure implementations.

The goal of each project was to improve the level of
security for specific systems or areas. Based on the
CRAMM recommendations and projects such as the
development of security documentation, installation
of new technologies and upgrading physical security
etc. were initiated.

The SIP, covering the projects, contained all activi-
ties including resources and responsibilities, project
plans, outputs etc. Management Security Statement
was also a part of SIP in order to support its realiza-
tion.
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Implementing, 2.4% —
Recomended, 7.1% —

Mot applicable, 26,19~

+*RiskAnalysisConsultants

- Dizcussed, 0.1%

-
" Acceptrisk, 15.5%



Security Improvement Program The audit, was performed a couple of weeks ago,
confirmed that all information risks are now properly

(scope of following projects) managed.

® Security Documentation Development
The newly acquired 1ISO 27001 certification became

evident for customers and suppliers that the infor-
mation about them is sufficiently and effectively
secured.

Organization Structure
Physical Security Improvement
Continual Security Awareness Program

Incident Management Establishment
The tool is still used for information risk manage-

ment and support of the ISMS. Holding is currently
considering about implementing a system of conti-
nuity management (BCMS), where CRAMM surely
find its place in the analytical part of the preparation.

Business Continuity Management
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eSecurity Infrastructure

Risk analysis was a basic step towards successful
establishment of the ISMS.

Level of compliance with IS0 27001 (&)

Security Policy

Organizational Security

Asset Classification and Control

Personnel Security

Physical and Environmental Security

Comrnunications and Operations Management

Access Control

Systermns Development and Maintenance

Business Continuity Management
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