RAC CISS

DATA SHEET

CONTINUOUS INTERNET SECURITY SCREENING

RAC CISS is a solution for continuous and proactive security of your
company’s Internet connections and network perimeters. Its core is
the process of the periodic vulnerability testing, evaluation and reme-
diation of ICT (Information and Communication Technology) devices
and services accessible from the Internet. Part of RAC CISS is non-
stop security help-desk providing customers with up-to-date security
recommendations for detected vulnerabilities and current Internet
threats to tested ICT.

Continuous, preventive and proactive approach for security solu-
tions of the Internet connections, operation of systems and internet
services is a necessary prerequisite for ensuring their availability and
confidentiality.

For most organizations it is ineffective to implement the required ac-
tivities by their own resources. RAC CISS solution changes these
activities into standard controlled process so that organization could
focus on its core business and not to spend inadequate resources on
supportive activities.

Solution tailored to client‘s needs
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Testing frequency can be ad-
justed in days, weeks or
months depending on the im-
portance of the systems.

Response time of support and
solving problems can be ad-
justed in days, hours or “on-
line”.

Scope of RAC CISS solution or
its parts can be set up indi-
vidually, with regards to the
client's environment, needs
and objectives.

CONTINUOUS INTERNET SECURITY SCREENING

RAC ISSEC

Methodology

—

Security
Analysis

Periodical
Penetration
Testing

I

Partnership

=

Security
Audit

Support
Program

-

s*RiskAnalysisConsultants




OVERVIEW OF SECURITY INTERNET INTERFACE AVAILABLE

RAC CISS Deliverables

@ You will continuously know the current status

and changes in availability and visibility of your
systems, services as well as protocols from the

Internet.

You will have your systems periodically tested
for known vulnerabilities and new threats from

the Internet.

You will know measures and solutions of found
and identified threats and vulnerabilities in given

response time.

You will be continuously informed about new
found vulnerabilities and potential threats to
your systems and services as well as about new

practices and technologies for their elimination.

RAC CISS Advantages

@ You will save your resources from exhausting

day-to-day security monitoring of new Internet

threats and vulnerabilities.

@ You will receive early warnings about new

threats and vulnerabilities of your systems along
with detailed descriptions on how to eliminate

them before “script-kiddies® or “hackers” do their

Way of Implementations

® Using expertise, experiences and background of

RAC’s 10 year history on market.

(® Highly-specialized regularly updated tools for

vulnerability assessment and testing.

® Access to a number of Info-Sec resources held
by reputable institutions, partner organizations

and ICT product vendors.

(® RAC ISSEC methodology for interconnected,

practical security examinations of ICT systems.

® Security analysis for initial review of systems
and configurations. Optionally with detailed
technical analysis of threats, vulnerabilities and

countermeasures.

(® Penetration testing for preventive vulnerability
testing of systems’ resistance against hacker

threats.

(® Security audit for the final verification of systems
status and implementations of countermea-

sures.

(® Partnership support program for providing con-
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tinuous assistance by personal service, emalil,
@ You will be able to make decisions based on ac- or hot-line.
tual and accurate information with our assis-
tance.
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